VIETTELDX

Pam bao ATTT trong xu hwéng 7
dich chuyen lén cloud

CONG TY AN NINH MANG VIETTEL
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Gi¢l thiéu

* Trén 15 nam kinh nghiém trong xay dwng va van hanh cac hé
thdng CNTT va ATTT.
* Trén 20 chng chi:
o Canhéan: CISSP #909083, CCSP, CEH, SCNP, SCNA, LPI, MCSE...
o Dich vu SOC: ISO27001 & CREST level 4/5

PGD Trung tam SOC
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BE MAT TAN CONG MO’ RONG

Chuyén doi Cloud:
-Ha tang moi
- Kién truc mai

Bé mat tan cong

- Cong nghé moi
- Két noi moii
- Nhan thirc méi

m& rong

Dw bao dén nam 2025: ‘
- Bé mat tan cébng mé rong 2.6 lan
- S6 lwong 16 hdng méi duwoc cong bd méi ngay téng 2 1an
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CAC MOI BE DOA VE ANM TREN MOI TRUONG CLOUD

Abuse and nefarious use
of cloud services

/‘\l)l“’-i' of insecure
interfaces and APIs

Other

Abuse of insufficient
identity, credential,
access and key
management

Metastructure
and applistructure
failures

Abuse of limited
cloud usage
visibility

Lack of cloud
security arxhitecture
and strategy

Abuse of
misconfigurations
and inadequate
change control

Abuse of weak

N Data breaches
control plane

Account hijacking

Demand B Supply B Regulatory R&D

SOurce: " CLOUD CYBERSECURITY MARKET ANALYSIS by ENISA, 3/2023
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CAC MOI BE DOA VE ANM TREN MOI TRUONG CLOUD

N% - 59% "

Misconfiguration of the Exfiltration of sensitive data
cloud platform/wrong set-up

I oo
I s:o
Denied of Services _ 29%

www.viettelcybersecurity.com Vleuel
security

Insecure Interfaces/APIs

Unauthorized Access




LO LOT DU LIEU
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ELECTRNC

Toan cau
Lo lot di¥ liéu

Facebook
Lo lot di¥ liéu

LinkedIn
Lo lot A liéu

Samsung Electronics
Lo lot di¥ liéu

Th&i gian

2018 - 2019

2019

2021

2022

A Tac dong

e 33.4 ty ban ghi dir liéu
e 5,000 ty USD

540 triéu ban ghi di¥ liéu
nguwdi dung

700 triéu ban ghi dir liéu
nguwoi dung

150 GB di¥ liéu bi céng khai
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CAC LO HONG MOl

S8 lwong 16 héng ghi nhan trong quy 3 nim
2022 va quy 3 nam 2023
Quy 3 nam 2023 10,000 8,481

, ghi nhan trén thé giéi 000 :
S 2,000
So véi quy 3 nam 2022 0
0/ Quy 3/2022 Quy 3/2023
. 0

Ti 1& 16 héng theo mirc dd trong quy 3 nim 2023

$6 16 héng mirc cao 2%

520/p & aniam von -

(theo CVSS)

m Thip = TrungBinh = Cao = Nghiém Trong

PANG LUU Y

» Microsoft Exchange
» Microsoft SharePoint

» Confluence
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DDoS attacks

Internet of Thing — Botnet of Thing

www.viettelcybersecurity.com Vleuel
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DDOS ATTACK - PON GIAN HON BAN NGHI

> Khang Cén Sé’ hiru Purchase
mang bOtnet Eco'j‘c“my De.l'u‘xe Ultlf‘n.ate
> Khong can kién thirc =

chuy@n sau vé ATTT
> Chi phi ré: 30$% - 60%
tdn céng volume 3Gbps

viettel
security



NOI DUNG

1 CAC MOI PE DOA CHiINH KHI CHUYEN DICH LEN CLOUD

@ CcHIA SE MOT SO USECASE Sy CO GAN PAY
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I UseCase 1: L6 mat khau tai khoan quan trj Cloud

~ 9/2023

A
=

>
_

May quan tri vién Cloud bj ma déc Stealer

> @ s

Chiém quyén lam chi toan b tai nguyén trén Cloud
clia khach hang (may chd, ng dung...)

» Quan tri viéen dang nhap tai khoan quan trj Cloud trén
may tinh khéng an toan
» Tai khoan quan tri khéng dwoc thiét 1ap MFA

viettel
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I UseCase 2: SSO gilra cac vng dung

~ 8/2023
[ ot th song

> Attacker chiém quyén lam cha may chl (rng dung cé mirc do
bao mat thap.

> Do céc (rng dung st dung SSO dé xac thwe ngwdi dung, tir d6
Attacker leo thang chiém quyén quan tri Cloud.

X @ oo

Chiém quyén lam cha toan bd tai nguyén trén Cloud cla khach
hang (may chd, trng dung...)

(» I

> Khong tach biét tai khoan quan tri Qloud v&i tai khoan nghiép vu
> Tai khodn quan tri khéng dwoc thiét 1ap MFA

viettel

security



NOI DUNG
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PRIES PONTS

R €’ S6 lwong nhan sw

"o
AR

Hon 400 chuyén gia da co

LEADERBOARD
LEADERBOARD

chuyén gia vwot troi

- MASTER

nhiéu n&m kinh nghiém trong

[inh virc An ninh mang

Certified CISGO
CERTIFIED

Cloud

Security CCIE

Professiona

SECURITY.

Google “‘Facebook I

Bug Bounty}
e ~400 zero-day Boun w ug Ounty:

e 15 zero-day cho loT

CERTIFICATIONS | \STITUTE




CYBERSECURITY

Excellence Awards

b s LaREL

WINMNERS |

s

(%)

. ity Mango
Frost and Sullivan ° %,

i 2
+ Nha cung cép dich vu quan ly ANM (MSSP) t6t nhat Viét ndm 2020 2%
+ Nha cung cép dich vu ATTT sé 1 Viét Nam 2022 & 2023 3

Cybersecurity Excellence Awards

+ 13 gidi Vang nam 2022

+ 11 giai Vang 2023 ISO 27001-certified
Security Operations Center (SOC)

CybersecAsia Reader Choice Awards

« Giai phap Phat hién va phan (rng gian lan tai chinh (F2DR) Tét nhat ndm 2022

+ Nha cung cép dich vu ATTT (MSSP) Tt nhat 2023

7
CO Q

Global InfoSec Awards

2 5 ) £ £, = PEN TEST  SOC
Dich vu kiem thtr ATTT (Penetration) Tot nhat nam 2023 CREST
IT World Awards CREST-accredited
A < Penetration Testing
* Giai Vang nam 2020, 2022, 2023 Security Operations Center (SOC)

« Giai Bac nam 2021, 2022 Level 4/5
« Giai Bong 2017, 2020, 2023
* Danh hiéu Grand Globee nam 2022

DSS

Stevie Awards 5 COMPLIANT

Giai Bac 2017

QUY 1/2024



Khach hang

hello . .
we o orivé:

echnologie:

(e
m Chance to be better

PRTIMES B6 Théng tin va Truyén théng
DONUTS Bo Tai Chinh

Bd Qudc Phong

S TTTT va UBND tinh

Ngéan hang va Tai chinh

v BIDV

Doanh nghiép
* P
Vietham Airlines %)

ﬁ p\II =vH Vietcombank
':’TSC V|et|nBanke :: MB
'DA"“"@ ¥ VPBank T
W\ MSB
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Lwa chon nha cung cap Cloud du nang lwc ATTT

Bang thong Uplink cuia don vi ban =
la bao nhiéu?

DDOS volume-based thuwc sw
la mét van dé I&n?

Web Web
Server Cache

IPS/IDS  Firewall

g
Transit
Database

Nghén bang théng

ISP/CSP c6 nang lwc ha tang Ién, du sirc chdng d& cac tan céng cwéng do Ion
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Pwa nguoén lwc ATTT vao Chuyén déi s6: MSSP 1a mét lwc lwong

To6 chire lwc lwgng ATTT trong
lwc lwegng CDS
MSSP ciing co6 thé la 1 luc lvong

Thiét 1ap muc tiéu ATTT trong
dw an CbS

Pwa ATTT vao vong doi phat
trién ctia san pham dich vu CPS

.@.
viettel
security




Viettel vira la ISP/CSP, cling la MSSP: Viettel cloud dam bao nang lwc ATTT

r 1 < )
VIETNAM  (24/7
L 4

VIETNAM

HAITI MYANMAR a

PERU '

L p
CAMEROON CAMBODIA ’ TIMO LESTE

TAKZANIA
BURUNDI

MOZAMBIQUE

11 40.000 10.000

VIETTEL CYBER SECURITY V I ETT E I- Countries Endpoints Server & network nodes
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| Dich vu Viettel DDoS Mitigation

Bang théng xu ly lén lén dén 100 Gbps @

ISP Network

Delay thdp, ~ 45 Micro Seconds

Co ché xU ly on-demand: Outline, hoan @
toan ty dong, giam anh huéng CLDV

khach hang

Da dang kénh canh bdo: SMS, mail, cé
portal riéng cho k/h tra cdu

Céng nghé tién tién: Machine
Learning, DPI, Anycast, BGP
Flowspec...

Tan dung sdc manh ha tdng ISP

viettel
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Dich vu Cloudrity bao vé website

. B GIAl PHAP BAO VE CUA CLOUDRITY

—

-4 _ .

——

Tin tac/ Hacker ' ‘ M

g — § B3o vé DDOS
; Tang mang

Bdo vé DDOS

Tang ung dung

————————————————————————————————————————————

Tuong lua tng
dung web

Website cla
khach hang

NQUOi dUNg e . /

Sir dung ha ting mang
Viettel dé phan tan lwu
lwong

Phat hién, chén loc céc tan
céng tir choéi dich vu nham
trwc tiép vao may chua

website/trng dung

Phat hién, chin loc cac tan
céng khai thac 16 héng bao

mat web
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Dich vu Viettel SOC Cloud

Cam bién thu thap di¥ liéu An toan théng
tin, ma héa va chuyén vé hé théng tap
trung dé phan tich

Sensor
E@ =
=]
Agent thu thap log o

Nén tang Threat Intelligence
cung cap va cap nhat théng
tin tinh bao an ninh mang

va giam sat An toan
thong tin I&p may
chd, may tram

Nén tang dién toan dam
Global Threat Intelligence may phuc vu thu thap
phan tich twong quan
di¥ liéu log, nham phat
Cloud Managed Security Service hién céac cudc tin céng
vao hé théng CNTT cua
| khach hang

Customer A

- Viettel Cloud @ SECURITY ORCHESTRATION &

Sensor H {
- Public Cloud == === | AUTOMATION RESPONSE
(AWS, Azure, E:: EG L : t t

Google ) .) @ ‘
Agent EVENT MANAGEMENT

Customer B

Doi ngii chuyén gia giam
sat, phan &rng sw co ATTT
24/7 ctia Coéng ty An ninh
mang Viettel

24/7 Monitoring
F——

Be= 0 =/7q

E BB RN L0G..,
@ 8] @
my MmN
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TAI SAO LUA CHON VIETTEL SOC ?

Cong nghé

Con ngudi va Quy trinh

« Con ngwoi: Cac chuyén gia dwoc chirng nhan toan cau

trong Iinh vwc ATTT, kinh nghiém thwc chién cao.

* Quy trinh: Giam sat va xt ly sw cb 24/7/365

« Canh bao bao mat: 2,300,000
o
c £ )
£°E + Sy comadoc thuong: 3,800

« Tan cong c6 cha dich (APT): 500

SOAR

SIEM - UEBA

Tw phat trién giai phap v&i dai san phdm réng, hoan chinh.
Lam chu hoan toan céng nghé.
M6 hinh trién khai linh hoat, may do theo nhu cau khach hang.

Dé dang tich hop v&i gidi phap bén thir 3.

Gateway
(NGFW, WAF, ESG,
WSG, etc.)

Network Monitoring

Endpoint
(EDR, AV)

viettel
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Success Story 1
« Security Operation Center (SOC)

D3 trién khai tai 1 Ngan hang
Sau khi dwoc xtr ly tw déng béi hé

Ket qua hang thang: thdng va x& ly nang cao b&i chuyén gia:

3500 &
Canh bao ATTT: 30
Tickets

+ 1000 canh bao I&ép mang (network).

* 2000 canh bao I6p Endpoint.
+ 500 canh bao dwoc tdng hop tir nhiéu events (SIEM).

B Khéch hang chi can xiv Iy 30 tickets (< 1%)

viettel
security



Success Story 2

« Security Operation Center (S0C)

P43 trién khai tai 1 Ngan hang thwong mai Ion nhat VN

Mo hinh trién khai: On-Premise

Pham vi:

* 800 servers
Sau khi trién khai SOC ctia VCS

» 2,000 desktops
DAy du cac giai phap cta VCS cho SOC:
* NSM, EDR
- SOAR, SIEM, UEBA MTTD < 2h

¢ MSS
« Trwoece khi trién khai SOC:
* MTTD > 6 thang

viettel
security
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@ Keangnam Landmark 72, Pham Hung Rd., Nam Tu Liem Dist., Hanoi
] vcs.sales@viettel.com.vn | ves.partners@viettel.com.vn

@ viettelcybersecurity.com.vn
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