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Holistic due
diligence
expectations

Prescriptive
due diligence
expectations
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Trending towards an “all-crimes” program

Heightened due diligence expectations on private sector

EU Directive and German
Supply Chain Bill

UK Modern
Sl A ESG and human
rights abuses

UK Bribery
Act e Human trafficking

and modern slavery
50% rule, supply

chain guidance

and GLOMAG . :
® Corporate bribery and corruption

European Union
directives

@® Sanctions evasion

United Nations
conventions on

drugs and crime : : : :
’ ® Money laundering and terrorist financing

® Drug trafficking

(o) Regulatory context
» Illicit behavior to target
) Know your
supplier’s
supplier

> Know your
supplier

> Know your
customer




Ownership, control, and influence

Recent cases and new principles

BE .
— “Evasion Networks™ T S
£ £ & T & ;
“OFAL Is designating 21 entities and 13 individuals as part of its LS8l
erackdown on the Kremlin's sancbons evasion nelworks and aid a b om &
lechnology companies to evade sanctions and carry oul their .. i 55 5
procurement of sensitive technology... Serniva and Sertal —_— |.- =‘"':' N
employed a network of individuals to structure transactions and M -
deceive counterparties.” =
Ownership
>50%
B oS
“Aggregated Ownership” Al “Effective Control”
"if one listed person owns 30% of the company and another listed “X exercises effective contrel of ABC ple given his significant
person owns 25% of the company, the company should be sharaholding and the shareholdings of his close associales who it is

considered as jeintly owned and confrolled by isted persons” reasonable to expect X could direct through his close ties with 2 and Y

as well as his power ta nominate direciors of the board”
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Research questions
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The rising tide of
third-party risk
management
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What is people’s
understanding and
awareness of TPRM?

How do they approach
TPRM and supplier due
diligence today?

What are corporate
customers' attitudes
towards TPRM?

What challenges are
companies facing
when onboarding

and managing suppliers?

How is risk measured and
what steps are taken
to mitigate risk?

Openness to solutions
and perceptions of the
benefits of improved
monitoring?




Third-party risk management is a part-responsibility
for many individuals

[ Reporting into different executives ]

Procurement Compliance

Third-party

risk
management

Risk
management
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Nearly 70% of businesses are ramping up
Investment in supplier risk detection

Is your third-party risk
management activity growing
or declining in terms of
headcount & budgets?

B Growing investment

M Stable investment
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74% respondents rate themselves ‘poor’ or
‘mediocre’

74% respondents rate themselves
‘poor’ or ‘mediocre’

A
( A

28%

Only 26% rate themselves
28% respondents rate themselves ‘poor’ ‘good’ or better

/A\ S

15%

12% "y No companies
10% . rated themselves
9 or 10 on their
sophistication
_E3

Tout of 10 2out of 10 3 out of 10 4 out of 10 5 out of 10 6 out of 10 7 out of 10 8 out of 10 9 out of 10 10 out of 10

Sophistication level (1is lowest, 10 is highest)
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69% of businesses do not have the necessary
visibility over their supplier base

69% have low or middling
satisfaction

A
( \

29% of respondents
are dissatisfied (less

~

. 31% rate themselves
than 5/10) % ‘satisfied’ 7+/10
15% 16%
No companies
rate themselves
less than 3/10 on
satisfaction 6%

1 out of 10 2 out of 10 3 out of 10 4 out of 10 5 out of 10 6 out of 10 7 out of 10 8 out of 10

9 out of 10 10 out of 10

Sophistication level (1is lowest, 10 is highest)
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Screening Trade Transport Entities

High-Risk Vessels and Sanctions Evasion

DIAMOND 8

CHON MA SAN

Figure 01. 8 August
2021. United Nations
Panel of Experts
source shows
Diamond 8 engaged in
a ship-to-ship transfer
of petroleum with
North Korea-flagged
and designated vessel
Chon Ma San.

Orbis Ownership Data,
including Ship Management Entities

NAM TJ
BATAM, Indonesia

Active
BvD ID: ID4-6117685 Orbis ID: 420552155

Diamond 8

BLOK K, PERUMAHAN SENGKUANG RAYA, KEC BATU AMPAR, 7
209432 BATAM
Indonesia

Addresses, aliases,
identifiers, IMO numbers

Easily identified entity via
#Vessel Knowledge Tag

Vessel identity laundering
event and risk activities with

ﬁ UN Panel of Experts source

@ Sanctioned associate

grid

Entity: Diamond 8

Entity Information

Entity ID:
Riskid:
Entity Name:
Alias:
Address:

Recent Event(s):

G

-4 Relationship

igure 02, GRID. Pr

Remark:
Identification:

175987363

R22967146

Diamond 8

Royal Ace

» Ningde, Fujian, CHINA

* SIERRA LEONE

» Nantong, Jiangsu, CHINA

+ Kaohsiung, Kaohsiung, TAIWAN, PROVINCE OF CHINA

* Nampo, South Pyongan, KOREA, DEMOCRATIC PEOPLE'S REPUBLIC OF

* INDONESIA

Laundered Name: Chang Shun 8

* Maritime Mobile Service Identity: 667001505

+ Call Sign: 9LU2308

* IMO number: 9132612

= SNX - Sanctions Connect / ASC - Associated with, Seen with, Date: 2022/08/09
'On August 09, 2022, DIAMOND 8 is associated with designated persons and entities under Regulation 4 (2)
of the United Nations (Sanctions in relation to Democratic People's Republic of Korea) Regulations of 2017.,
Approval Date: 2023/05/05, Sanctions Connect

« SNX - Sanctions Connect / ASC - Associated with, Seen with, Date: 2021/09/08
On September 08, 2021, DIAMOND 8 was sanctioned by recommendation of the Panel of Experts
established under resolution 1874 (2009) of the UNSC pursuant to report $/2021/777 for "delivering refined
petroleum to the Democratic People's Republic of Korea and in apparent violation of resolution 2397 (2017)
and paragraph 18 of resolution 2375 (2017)," under the resolution 2569 (2021)., Approval Date: 2023/05/05,
Sanctions Connect #/Vessal

+ DEN - Denied Entity / ACT - Disciplinary, Regulatery Action, Date: 2022/04/01
This entity appears in the National Institute of Japan External Trade Organization List on suspicion of illigal
ship-to-ship trading with North Korea-related vessels., Approval Date: 2023/03/13, Japan National Institute
of External Trade - lllegal Maritime Activities #/Vessel

ling (Does not include Drugs, Money, People or Guns) / ACT - Disciplinary, Regulatory

Action, Date: 2021/09/08
The Panel investigated into cases of vessel identity laundering that directly enables suspect
vessels to continue to deliver illicitly refined petroleum to the Democratic People's
Republic of Korea, Maritime tracking data and satellite imagery from May 2021 showed the Diamond 8
br tly as the flagged Chang Shun 8. The Panel previously reported that Sierra
Leone had cancelled the Diamond 8's registration due to the vessel's involvement in illicit supply of oll to the
Democratic People's Republic of Korea. Open-source information indicates a connection between the
individual who allegedly procured refined petroleum cargo for the Diamond 8 and Sure Metro Ltd. The Panel
isi igating additional lated network linkages related to the Diamond 8 from a trade financing
angle., Approval Date: 2023/05/04, United Nations Security Council Report - Past Publications

« IMP - Identity Theft, Impersonation / PRB - Probe, Date: 2021/09/08

. The Panel investigated into cases of vessel identity laundering that directly enables suspect

vessels to continue to deliver illicitly refined petroleum to the Democratic People's
Republic of Korea. Maritime tracking data and satellite imagery from May 2021 showed the Diamond 8
broadcasting fraudulently as the Mongolia-flagged Chang Shun 8. The Panel previously reported that Sierra
Leone had cancelled the Diamond 8's registration due to the vessel's involvement in illicit supply of oil to the
Democratic People's Republic of Korea. Open-source infoermation indicates a connection between the
individual who allegedly procured refined petroleum cargo for the Diamond 8 and Sure Metro Ltd. The Panel
is investigating additional associated network linkages related to the Diamond 8 from a trade financing
angle., Approval Date: 2023/05/04, United Nations Security Council Report - Past Publications

: = Mam T.J, Associate

ofile snapshot from Sep 2022.
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Reasons for a limited visibility of supplier risks

4

Too
manual

/Ny

Lack of alerts /
warnings

Too
reactive

r—-

i::ﬂ

Fragmented /
incomplete

h iR
Inadequate
tools

Mooby’s

ANALYTICS

13



Delivering competitive advantage

Ultimate
benefit

Key
advantages*

Functional
benefits
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Key: TPRM benefits need to be positioned positively, rather than as the avoidance of a negative

Avoidance of
reputational
damage

Less internal friction:

smoother and faster
supplier onboarding

Source of competitive advantage

Improved
operational
resilience

Avoidance of
fines/penalties

Superior supplier
performance

Faster time to
recovery

Improved ethical
compliance / moral
Imperative

14



Moody’s as an Integrated Risk 5

~

Assessment Business S40B+ 209

Helping customers make
Selection of Use Cases Addressable by Moody’s Solutions Current Addressable Market Better Decisions

Weather and natural

disaster analysis Supplier risk Curated Data?

management and

Entities Securities

00O

(k0]

. W trade credit
Transfer pricing
6 °"g 450+ million ~$73 trillion
public & private entities

,../J
S

Commercial lending rated debt

CURATED DATA

. . I e Economies Properties
egulatory an : , .
“accounting (RGN (3] YCond financial filll 556+ million 2T 20+ million
compliance ANALYTICS & crime monitoring economic, financial and commercial real
INSIGHTS demographic time series estate properties
Insurance and sset and liability
actuarial analysis management a2 People q Physicalrisk
=] 17+ million 3+ million
Sustainable investing risk profiles scores on global
facilities

1. Figures shown are as of March 31, 2022.



Moody’s Analytics approach to TPRM

Due diligence is an essential component in the TPRM lifecycle

Partner Integrity

Reputational

Supplier / . Sanctions / . - Financial
Market Info Cyber Risk ABC GDPR Sustainability Stability

Third-party risk management

Onboarding & in-life Risk Assessment

Data Source Data Source Data Source Data Source Data Source Data Source Data Source
(Internal / (Internal / (Internal / (Internal / (Internal / (Internal / (Internal /
External) External) External) External) External) External) External)

V TPRM covers multiple types of risk and Moody’s aims to be a reliable partner for all
these pillars
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MoobDy’s Transforming risk and compliance

ANALYTICS Creating a world where risk is understood, so

decisions can be made with confidence
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